EnOcean GmbH Privacy Notice for Licensing the IoT Connectors
The protection of your personal data has a high priority for EnOcean GmbH (hereinafter referred to as EnOcean).
It is important for us to inform you of what personal data is collected, how it is used, and what rights and
objection possibilities you have.
1.

Name and contact details of the controller

EnOcean GmbH
Kolpingring 18a
82041 Oberhaching
Phone: +49 (0) 89 67 34 68 90
E-Mail: info@enocean.com
Or contact our company`s data protection officer, who can be reached by e-mail at
datenschutz@starhead.de or by phone at +49 (0) 8171 42 88 55 0.
2.

Personal data that are processed

With the purchase of an EnOcean IoT Connector and the associated licensing, EnOcean processes the
following personal data:
3.

Name
Company name
E-mail address
IP address
Device ID and device name

Purpose and legal basis of data processing

Personal data is processed on the basis of art. 6 para. 1 lit. b GDPR for the purpose of licensing and
fulfillment of obligations under the contract.
4.

Disclosure of data to third parties

In some cases, we use external service providers, so-called processors (e.g., for licensing, IT), who may
also process or view personal data as part of their service. We have concluded special contracts (socalled "order processing contracts") with these processors. EnOcean remains responsible for the
protection of your data.
5.

Duration of data storage

our personal data will be stored for the purpose of establishing, implementing and terminating the
contract and for the purpose of complying with statutory archiving and retention obligations for as
long as is necessary to fulfill these purposes, usually 10 years.
6.

Rights of the data subject

You have the right,
a) to request information concerning the categories of the processed data, reasons for the
processing, any recipients of the data, the planned duration of storage (Article 15 GDPR);
b) to request correction or supplementation of incorrect or incomplete data (Article 16 GDPR);
c) to revoke at any time a granted consent, with future effect (Article 7 para. 3 GDPR);
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d) in certain cases, within the scope of Article 17 GDPR, to request the deletion of data –
particularly if the data is no longer required for the intended purpose or is processed
unlawfully, or if you have withdrawn your consent in accordance with c) above or have
declared an objection in accordance with h) below;
e) under certain conditions, to demand the restriction of data if deletion is not possible or the
obligation to delete is disputed (Article 18 GDPR);
f) of data portability, i.e., you can obtain the data you have provided to us in common machinereadable format, such as CSV, and if necessary, transmit it to others (Article 20 GDPR);
g) to contact the competent supervisory authority and lodge a complaint (Article 77 GDPR). The
responsible supervisory authority for data protection issues is the Bavarian State Office for
Data Protection, which you can reach via the following contact data:
Bayerisches Landesamt für Datenschutz (BayLDA)
Promenade 27
91522 Ansbach
www.lda.bayern.de
Phone: +49 (0) 981 53 13 00
E-Mail: poststelle@lda.bayern.de
h) Moreover, you have the right to object to data processing that should occur on the basis of a
legitimate interest, for reasons arising from your particular situation (Article 21 para. 1 GDPR).
In order to assert these rights, please contact us using the contact details provided in section 1. The
same applies if you have questions concerning the data processing in our company.
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